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The other day I came across a sample (of Pony Malware (https://www.knowbe4.com/pony-stealer)) that had
been packed with a VB5 Packer. This was my first introduction to the VB Packer, so I decided to dig in and
learn something new.

[Original File Details]

Filename: “PAYMENT ACCEPTANCE COPIES_ JPEG image001.pdf.z”

MD?5: 0cd2c6ad9b27cf94debc052113240543

SHA1: 730b761f833a0f0636b04ba315c5ceeeddObaaba

SHA256: 51a2ba55c6134ac346152eb1fd1511248c89b40ac1f6c123c2e4d7541c6ba2ee
Delivery Mechanism: Email Attachment

VirusTotal: File Not Found

This compressed archive contained a single file:

[Decompressed File Details]

Filename: “PAYMENT ACCEPTANCE COPIES_ JPEG image 001.bat”

MD5: 0b6f5f335a7736087a29140082bdd42c

SHA1: b2dbdd3ae1315e50a699f8a271e66ffb506e48f9

SHA256: 50c1454fc1e0d7ed46b92339ff9b85e6be40c3dB83492558a4af9b704bd677954

VirusTotal: (06/60) as of 06/06/2017 (Link
(https://www.virustotal.com/en/file/50c1454fc1e0d7ed46b92339ff9b85e6be40c3d83492558a4af9b704bd67795
4/analysis/))

Despite having the extension “.bat”, PEStudio tells me that this is a Microsoft Visual Basic v5.0/v6.0 executable
(Figure 1).
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Figure 1: PEStudio depicting sample is a VB Executable

Something that isn’t relevant to the unpacking, but might be relevant to tracking, are some details found within
the executable’s version information:

CompanyName: SPicEvpn.Com (http://www.spicevpn.com/)
ProductName: worlDCoin (https://worldcoin.global/)
OriginalFilename: Vitamina.exe

In the analysis that follows, I have renamed “PAYMENT ACCEPTANCE COPIES_ JPEG image 001.bat” to
“Vitamina_Packed.exe”.

VBPacker — ThunRTMain

Loading this sample into OllyDBG, you see the following (Figure 2):

004011CC| .- FF25 5c1n4om Ji-w DWORD p'rn ns [msésmsn Evi

Entry Point

VES!B&* "
Jump to MSVBVMEO. ThunRTMain

ADD BYTE F‘TR DS EAX .AL
0000 ADD BYTE PTR D5:[EAX],AL
3000 XOR BYTE PTR DS:LEA}(].AL

Figure 2: Sitting at Entry Point of the sample
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In the image above, we are sitting at the very first instruction for the executable which is pushing an address to
the stack (Argl) before calling MSVBVM60.ThunRTMain. Looking up the ThunRTMain function
(https://www.vb-decompiler.org/pcode decompiling.htm), we find that it takes a single argument (The address

0x401270 being pushed to the stack) and that argument is a pointer to a VBHeader Structure that tells the
application how to start. This VBHeader Structure appears in memory, like so (Figure 3):

Figure 3: VBHeader Structure in memory

Hex dump ASCII

Cf56 42 35 21 36 26 2A 00 00 00 00 00 00 00 00 00|VB5'e&®

J 00 00 00 7 OO 0O 0O 0O 0O OO0 00 00 00 00 00 -
00 0A OO0 09 04 00 0O 00 0O 00 00 BO 27 42 00 1 3
18 40 00 00 FO 30 00 0D FF FF FF 0B 00 00 00 1@ 80 yyyo
00 00 00 03 00 00 00 E9 00 00 00 00 12 40 00 L é I
12 40 00 FO 11 40 00 78 00 00 00 81 0O 00 00|,1@ B4@ x
00 00 00 89 0O 00 00 OO 0D 00 00 00O 00 0O 00|° B
00 00 00 00 OO0 00 00 56 69 74 61 6D 69 6E 61 vitamina
54 61 69 6E 73 79 00 00 43 6F 64 6F B6E 73 00| Tainsy Codons

Parsing these values into the fields they represent, we get the following (Figure 4):

Figure 4: Parsed VBHeader Structure

FIELD BINARY VALUE DESCRIPTION
Signature [56 42 35 21] VB5!
RuntimeBuild [36 26]
LanguageDLL [2A 00 00 00 00 00 00 00 00 00
00 00 00 00]
BackupLanguageDLL [7E 00 00 00 00 00 00 00 00 00
00 00 00 00]
RuntimeDLLVersion [0A 00]
LanguagelD [09 04 00 00]
BackupLanguagelD [00 00 00 00]
aSubMain [BO 27 43 00] Address representing the true start of the
unpacking code
aProjectInfo [1C 18 40 00]
fMDLIntObjs [00 FO 30 00]
fMDLIntObjs2 [00 FF FF FF]
ThreadFlags [08 00 00 00]
ThreadCount [01 00 00 00]
aGUITable [00 13 40 00]

aExternalComponentTable

[2C 12 40 00]

aComRegisterData [FO 11 40 00]

oProjectExename [78 00 00 00] References the string “Vitamina”
oProjectTitle [81 00 00 00] References the string “Tainsy”
oHelpFile [88 00 00 00] References a NULL value
oProjectName [89 00 00 00] References the string “Codons”
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Of these values, the address assigned to aSubMain is the most important as it is the address for the main
function that will be called once the executable’s environment has been set up. If you set a breakpoint on this
address and then allow the sample to run until the breakpoint is reached, you will find yourself at the true start
of the unpacking code (Figure 5).

68 D6104000 |PUSH <IMP.&MSVBVMED.
64 :41 0000004MOV EAX,DWORD PTR FS:[0]

s 55 |PUSH EBP |
BBEC MOV EBP,ESP
B3eC 08 SUB ESP,B

__vbaExcept| Jump to MSVBWE0. vbaExceptHandler

50 PUSH EAX
64:8925 000DO{MOV DWORD PTR F5:[0],ESP Installs se handler 401006
B3EC 44 SUB ESP,44
53 PUSH EBX
56 PUSH ESI
57 PUSH EDI
BOG5 FB MOV DWORD PTR ss:{EﬂP—Bi.ESP
C745 FC CO104MOV DWORD PTR S5:[EBP-4],004010¢
Al 10404300 |MOV EAX,DWORD PTR DS:[434010]
33FF ®OR EDI,EDI
3BCT CMP EAX,EDI
B97D EOQ MOV DWORD PTR 55:[EBP-20],EDI
897D DO MOV DWORD PTR S55:[EBP-30],EDI
897D CO MOV DWORD PTR 55:[EBP-40],EDI

4 897D BC MOV DWORD PTR 55:[EBP-44],EDI

004 EE 75 10 INE SHORT 00432800

Figure 5: Sitting at true Entry Point of unpacking code

Anti-Analysis #1: Debugger Check
[PEB.BeingDebugged]

This sample actually had two different checks for the presence of a debugger. The first being a check for the
BeingDebugged flag within the Process Environment Block (PEB). To see what this value currently is, Press
CTRL+G within OllyDBG and enter “FS:[30]” (sans quotes) as the expression to follow. This will take you into
the PEB where you will find that the BeingDebugged flag is set to True (Figure 6).
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Figure 6: BeingDebugged flag within the Process Environment Block (PEB)

When the malware inspects this value, it learns that it is executing within a debugger and, as a result, the
application never unpacks the malicious code. Instead, it just sits idle giving the appearance that it is executing
when in fact it is not actually doing anything.

Now, there are multiple methods that we could employ to bypass this check but the one I typically use is the
OllyDBGv2 plugin OllyExt, which provides a simple checkbox that enables the bypass (Figure 7).
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Figure 7: OllyDBG’s OllyExt IsDebuggerPresent
bypass

Simply check the IsDebuggerPresent box and restart your application.

Now, if we revisit the BeingDebugged value within the PEB, we see that its value is set to False (Figure 8):
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Figure 8: PEB.BeingDebugged flag after enabling OllyExt bypass

An additional indicator that we have successfully bypassed this check is by inspecting CPU utilization within
Process Hacker. When BeingDebugged == True, and we allow the sample to fully execute without any
breakpoints in place, we find that the CPU utilization for the sample is so low that it doesn’t even register a
value (Figure 9).
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Figure 9: Process Hacker — CPU Ultilization before OllyExt bypass

However, when we trick the sample into thinking it isn’t running in a debugger (via OllyExt —>
IsDebuggerPresent), and allow it to fully execute, we see that the CPU utilization peaks to ~49%* and remains
at this level for ~45 seconds* (Figure 10).

* values and timing will vary based on the resources you have provided your virtual machine
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Figure 10: Process Hacker — CPU Utilization after OllyExt bypass

This is how we know that we have bypassed the initial debugger check and that the malware is now working
hard to unpack the malicious code.



Anti-Analysis #2: Sandbox Check [GetCursorPos]

With the first debugger check bypassed, when I allow the malware to fully execute within the debugger, it
ultimately results in an “Access violation when reading (FFFFFFFF) — application was unable to process
exception” error. What triggered this error? In trying to find the answer to this question, I came across the logic
shown in Figure 11.

54 PUSH ESP
FFDO CALL EAX USER32. GetCursorPos
B3IFE 00 CMP EAX, O
. OFB4 AFIFO000 |JE 011C216A
OF6F0424 MOVg MMO,QWORD PTR 55:[ESP] |move cursor coordinates into mm0 (STO)

] ~6a 01 PUSH 1 Argl for KERNEL3Z.Sleep = 1ms
FF95 94000000 |CALL DWORD PTR 55:[EBP+94] KERNEL32. 51eep
34 PUSH ESP

FF95 08010000 |CALL DWORD PTR SS:[EEPF108] USER3Z.GerCursorpos
F& 00 CMP EAX,0
FE4 931F0000 |2 Ollc2léa
OFGFOC24 MOVQ MML,QWORD PTR 55:[ESP] |move cursor coordinates inmto MM1 (ST1)
OF76CSE PCMPEQD MML ,MMO compare MMO to MM1. if equal, MMl==1, else MM1=0
JMML

OFTECS MOVD ECX
B3Fd 00 s o

o110 jump if cursor has not moved

B1C4 00020000
-~ EB 48

JMP_SHORT 011C0236

Figure 11: Loop that detects cursor movement

What we see in Figure 11 is an initial CALL to USER32.GetCurosorPos (at 0x011C01B0) that retrieves the
current coordinates for the cursor. These coordinates are then stored within the MMO0O (MMX) Register.
Execution then enters a loop where KERNEL32.Sleep is called with a 1ms sleep time and then the current
cursor coordinates are retrieved again. The new coordinates are then compared to the initial coordinates and, if
they equal, execution jumps to the top of the loop (0x011CO1BF).

What this means is, if the cursor does not move, the malware will execute this loop indefinitely. This is a trick
used by malware authors to thwart automated analysis via sandbox where mouse movements wont occur unless
configurations are implemented that can simulate such activity. Since I am manually analyzing this sample,
cursor movements are detected, thus execution breaks out of the loop and the jump to 0x11C0236 is made.

Anti-Analysis #3: Debugger Check
[PEB.NtGlobalFlag]



64 :EE1D 300000QMOV EEBX,DWORD PTR F5:[30] access PEB
8A5B 68 MOV BL,BYTE PTR DS:[EBX+68] access NtGlobalFlag
BOE3 70 AND BL,70

| BOFB 70 CMP BL,70 check if lower 8-bits egquals Ox70)
rOF84 1EI1FO000 JIE 011C216A jump if flags are found
BEE 01000000 O ERR T
OFA2 CPUID
8900 MOV EAX,EDX
C1EB 17 SHR EAX,17
83E0 01 AND EAX, 00000001
83FB 01 CMP EAX,1
OF85 O061F0000 |INE 011C2164
31c9 XOR ECX,ECX
898D 24010000 MmOV DWORD PTR 55:[EBP+124] ,ECX
E9 41100000 JMP 011C1FB2
59 POP ECX
B94D GB MOV DWORD PTR 55:[EBP+6B] ,ECX

.| E9 46100000 JMP 011C1FCO
5A POP EDX
ES8 1p040000 CALL 011c069D
8945 B4 MOV DWORD PTR 55:[EBP+64],EAX
BB4D 04 MOV ECX,DWORD PTR 55:[EBP+4]

.| E9 B31C0000 JMP 011C1F3E
54 POP EDX
E8 0C040000 CALL 011C069D
8945 50 MOV DWORD PTR 55:[EBP+50] ,EAX
E9 FE1CO000 IMP O11C1F8F
59 POP ECX
894D 18 MOV DWORD PTR 55:[EBP+18],ECX

«| E9 641p0000 JMP 011C2006
54 POP EDX
ES F5030000 CAaLL 011c069D
8945 44 MOV DWORD PTR 55:[EBP+44] ,EAX
BB4D 04 MOV ECX,DWORD PTR 55:[EBP+4]
E9 7C1CO000 JMP O11C1F2F
5A POP EDX
E8 E4030000 CALL 011C069D

30 B945 4C MOV DWORD PTR 55:[EBP+4C] ,EAX
.| EB 56 JMP SHORT 011C0314

Figure 12: Check NtGlobalFlag within the PEB

This brings us to the instruction “MOV EBX, DWORD PTR FS:[30]” shown in Figure 12, which places the
address of the PEB into the EBX register. The second instruction (“MOV BL, BYTE PTR DS:[EBX+68]“)
places the value stored at the 0x68 offset within the PEB Structure into the lower 8-bits of the EBX register.
Looking at the PEB Structure (https://www.aldeid.com/wiki/PEB-Process-Environment-Block), we see that this
value represents the NtGlobalFlag.

To manually verify this value, simply go back into the PEB within OllyDBG (CTRL+G —> “FS:[30]”) and
locate the NtGlobalFlag value.


https://www.aldeid.com/wiki/PEB-Process-Environment-Block
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Figure 13: NtGlobalFlag flag within the PEB

In my PEB (Figure 13), we see that my NtGlobalFlag value is set to the decimal value 112 (0x70 in hex), which
tells us that the flags FLG_HEAP_ENABLE_TAIL_CHECK, FLG_HEAP_ENABLE_FREE_CHECK, and
FLG_HEAP_VALIDATE_PARAMETERS have been set. This is an indication for the malware that it is being

debugged.

So, when the CMP at 0x011C0243 is executed, the value within BL (NtGlobalFlag) does — indeed — match the
hex value 0x70 and, as a result, the jump to 0x011C216A is taken. This routes execution to a RETF instruction
which attempts to return execution to an invalid address, resulting in the “Access violation when reading
(FFFFFFFF) — application was unable to process exception” error.

In order to bypass this check, we need to go back into OllyDBG’s OllyExt plugin and check the “NtGlobalFlag”

checkbox (Figure 14).
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Figure 14: OllyDBG’s OllyExt IsDebuggerPresent
and NtGlobalFlag bypass

Now, if we restart the executable within OllyDBG and inspect both BeingDebugged and NtGlobalFlag values
within the PEB (Figure 15), we see that both values have been set to values that will make the malware think it
is not being debugged.
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00000000 DD 00000000
00000000 Do 00000000 ) )
00000300 oo 00030000 FreeList = 3000
Q0000000 oD 00000000 TlsExpansionCounter = 0
EQ937677 DD OFFSET ntdl1.777693€0 1 ntdl1. 777693E0
FFO00100 DD 000100FF ts[2] = 100FF
00000000 oD 00000000
Q000EBTF DD 7FEBOOOD teadonlys dMemorygase = FTFEBOOOO
00000000 oD 00000000 eadonlysh = NULL
AOQD4EBTF DD 7FEBO4A0 L t verData = 7FEBD4AOQ
0000FB7F |DD FFFEO000 = FFFEB0000
2402FCTF DD 7FFCO224 oemco 7FFC0224
4806FD7F DD 7FFD0648 Urvi Data = 7FFDO648
02000000 Do 00000002 gro =2
00000000 oo 00000000
00000000 oD 00000000
00809807 DD 07988000 TTimeout_Lo = 7988000

Figure 15: Bypassed BeingDebugged and NtGlobalFlag values within the PEB

With checks for both PEB.BeingDebugged and PEB.NtGobalFlag bypassed, the malware will now fully unpack
and execute without error or interruption (as long as you are moving your mouse while it is running).



Obtain the Unpacked Executable

Now that we have bypassed all anti-analysis measures, we can focus on obtaining the unpacked executable.
During dynamic analysis, I found that the sample created a subprocess with the same name and command line
path as itself. Typically, when you see this, it is an indication the process hollowing
(http://www.autosectools.com/Process-Hollowing.pdf) might be taking place.

Unfortunately, this packer does a good job of disguising which functions it is calling and when it is calling
them. So, I had to set breakpoints within the functions of the legitimate libraries typically used in the process
hollowing process. While I wont be able to trigger a break before the function is called, I will be able to halt
execution at the first instruction within the function itself. Six of one, half a dozen of the other, as they say.

I can set this breakpoint within OllyDBG by pressing CTRL+G, typing in the name of the function that you
want to set the breakpoint within (eg. “ntdll.NtResumeThread”), then clicking the “Follow expression” button.
This will bring you to the first instruction of the specified function. It is here that you need to set your
breakpoint.

So, what functions does this sample use to perform process hollowing?

1. Kernel32.CreateProcessW (https://msdn.microsoft.com/en-
us/library/windows/desktop/ms682425(v=vs.85).aspx) — Launches an instance of itself as a subprocess in a
suspended state.

2. ntdll. NtUnmap ViewOfSection (https://msdn.microsoft.com/en-
us/library/windows/hardware/ff567119(v=vs.85).aspx) — Hollows out the suspended subprocess.

3. ntdll.NtAllocateVirtualMemory (https://msdn.microsoft.com/en-
us/library/windows/hardware/ff566416(v=vs.85).aspx) — Allocates memory within the suspended
subprocess.

. ntdlL.NtWriteVirtualMemory — Writes the unpacked malicious code/data into the suspended subprocess.

. ntdll.NtGetContextThread — Obtain information about the main thread within the suspended subprocess.

. ntdll.NtSetContextThread — Set the new entry point of the newly inserted malicious code.

. ntdll.NtResumeThread — Tell the suspended subprocess that it can now begin executing (starting at the
newly defined entry point).

N O U B~

I was really hoping that there was going to only be a single CALL to NtWriteVirtualMemory that would write
the contents of a single buffer (the whole unpacked malicious exe) into the suspended subprocess. Had this been
the case, I could have dumped the contents of said buffer out to disk and it likely would have been a fully
functional unpacked executable... I was not so lucky. In this sample, There were 6 or 7 CALLs

to NtWriteVirtualMemory, which built the contents of the suspended subprocess in sections.

When you come across this scenario, the three key function CALLSs that you need to focus on are:

CreateProcessW

When we hit the breakpoint within CreateProcessW, its arguments on the stack will appear as they do in Figure
16 (Note CREATE_SUSPENDED Creation Flag):


http://www.autosectools.com/Process-Hollowing.pdf
https://msdn.microsoft.com/en-us/library/windows/desktop/ms682425(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/hardware/ff567119(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/windows/hardware/ff566416(v=vs.85).aspx
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Figure 16: CreateProcessW arguments on the stack

What we are looking for is the Process ID that is created as a result of this function’s execution. Sitting at our
breakpoint, if we allow the function to execute until it returns to the main thread, we find that the following
values have been placed into the address specified by the pProcessInformation argument (Figure 17):

AddrEES | Hex dump ~|

1 o i |__ II LN a0 Ul ol WU Ues Ly O oAas W)y Ul 'III

Figure 17: Populated PROCESS_INFORMATION Structure in memory

To visualize this data better, we can instruct OllyDBG to parse it as a PROCESS_INFORMATION Structure
by:

1. Right-click on the starting address (0x1C4008C).
2. Select “Decode as structure”.

3. Select “PROCESS_INFORMATION?” in the dropdown menu.
4. Click Ok.

OllyDBG will then present this data to you, like so (Figure 18):

[D] Structure PROCESS_INFORMATION at 01C4008C =[5
Address |Hex dump | pecoded data | comments "
01C4008C |- 34010000 DD 00000134 [EhPre 00000134
01C40090(] - 30010000 DD 00000130 hThrear 00000130

01C40094 || - 0BO70000 DD 00000708 Pr 25510 708 (1800.)

{ « AB0O50000 DD 000005A8 Thr ID A8

Figure 18: Populated PROCESS_INFORMATION Structure

The Process ID specified, 1800 (or 0x708 in hex), is the one that represents the suspended subprocess that will
be the target for the process hollowing.

NtSetContextThread

Since there isn’t a single buffer that we could reference that contains a fully unpacked executable that we can
dump from memory, we’ll need to allow the malware to finish writing to the suspended subprocess. When that
has been accomplished, the suspended subprocess will need to know where to begin execution. This new Entry
Point is defined via CALL to NtSetContextThread.

Similar to how we handled CreateProcessW, we’ll need to do the following:

1. Allow execution to hit the breakpoint within NtSetContextThread.

2. Right click on the second argument passed to NtSetContextThread (on the stack) and select “Decode as
structure”.

3. Select “Context” from the drop down menu and click Ok.



The CONTEXT Structure appears as follows (Figure 19):

Structure CONTEXT at 01€4009C | [=-]-E
x dump pecoded data | comments A
C] - 07000100 DD 00010007 rContextF |ags CONTEXT_FULL
JUAUY] - 00000000 DD Q0000000 pro = 0
00a4|] - 00000000 DO 00000000 Dril 0
00sg|] « 00000000 po 00000000 [ 0
C400aC|]| - 00000000 DD Q0000000 Dr3 =0
10080|| + 00000000 DO 00000000 Dré 0
10 + 00000000 po 00000000 b 0
CA00B - 00000000 DD 00000000 Float_Controlword = 0
C4008 + 00000000 DD Q00000000 Float_stat ord = O
10 + 00000000 DD 00000000 1o LW ! 0
C400C4 + 00000000 po 00000000 Float_Erroroffset 0
C400C + 00000000 DD Q0000000 Float_Errorselector = 0
10 + 00000000 DO 00000000 Floa 11 5€ 0
C40 + 00000000 Do 00000000 Float_Datz ] 0
01c400D4 (] - 00000000 O{ DT FLOAT 0.0 sT0 = 0.0
C400 « 00000000 O(DT FLOAT 0.0 5T1 0.0
0 + 00000000 O¢DT FLOAT 0.0 r 0.0
C400F2|] - 00000000 O{DT FLOAT 0.0 sT3 = 0.0
C400F - 00000000 O(DT FLOAT 0.0 5T4 0.0
01 + 00000000 O(DT FLOAT 0.0 0.0
40 - 00000000 O(DT FLOAT 0.0 5STE 0.0
1c4011a(| - 00000000 O{DT FLOAT 0.0 517 = 0.0
01 + 00000000 DD 00000000 10 rONg 1 0
0128(] - 00000000 DD 00000000 eg 0
1c4012cC|| - 38000000 DD 00000038 seg = 3B
01 + 23000000 DD 00000023 eqE 23
01 + 23000000 po 00000023 eql 23
1C401 + 00000000 DD 00000000 Edi =0
C4013 + 00000000 DO 00000000 Esi 0
101 +0030FDTF DD 7FFD3000 )X 7FFD3000
01C40144(] - 00000000 DD 00000000 Edx = D
4014 - 00000000 DD Q0000000 Ecx =0
! » 21064100 DD vitamina_racked. 0041(]|E a> vitamina_Packed. 410621
401 + 00000000 po 00000000 EDp [4]
154(]| - 882DEETT oD ntdl1.RtluserThreadsi| Eip = ntdl1.RtIUuserThreadstart
101 + 18000000 DD 0000001B eqq 18
101 + 00020000 Do 00000200 1z 00000200 D=0,P=0,A=0,Z=(
1c401 - FOFF1300 DD 0013FFFO Esp = 13FFFO
C4016 + 23000000 DD 00000023 Seqg 23
01 + 00 DE 00 L R ¢ f 0,0,0,v

Figure 19: Populated CONTEXT Structure. Highlighting key Entry Point value

Highlighted in the image above is the “Eax™ value within the CONTEXT Structure that the new Entry Point
gets set to within the target subprocess by NtSetContextThread. We will need this value, 0x410621, in order to
produce a fully functional unpacked executable in the next step.

NtResumeThread

Last, but certainly not least, is the CALL to NtResumeThread. If we allow execution to hit the breakpoint within
this function, we’ll know that the packed binary has finished writing its unpacked code into the target
subprocess.

It is important that you don’t allow the complete execution of this function. We need the target subprocess to
remain in a suspended state in order for us to properly dump it to disk.

While sitting at this breakpoint, we need to perform the following*:

* | chose to dump the process using OllyDBG but there are multiple ways this could have been done
(eg. Using Scylla).
1. Open a second instance of OllyDBG and attach it to the suspended subprocess (File —> Attach) that has the
Process ID of 0x708 (PID identified in CreateProcessW section).
2. Once loaded, go to the Entry Point that we identified in the NtSetContextThread section by pressing
CTRL+G, entering in the address (0x410621), and then clicking “Follow expression™.
3. With this address selected in the CPU window, right-click on it and select “New origin here”.



4. Use the OllyDumpEx plugin to dump the process to disk. To do this, select from the toolbar: Plugins —>
OllyDumpEx —> Dump process. You may be presented with an error that states “Cannot Get Debuggee

Filename”. Just click Ok.

5. You will be presented with the pop-up window shown in Figure 20. Click the “Get EIP as OEP” button to
ensure that you have the proper Entry Point set, click the “Dump” button, and save the file to a path and
filename of your choosing (eg. “Vitamina_Packed_dump.exe”):

OllyDumpEx v1.30 - (null)

Module

PE Base: (* Module |E'\LISerS\HEM\Desktop\Vitaniﬂa_Packed.EHe

Dump |

" Memary ["-'.J-EIEIEIIJIJ 00001000) / Priv / RWE  /

" Address |D0400000
List Sectior: Baze Onky (Al Memary
Dump Mode: ™ Rebuld Binamy(Raw]
Search Mode: (% Selact

" Address Range |U|_|~'~'_ 0000
 Binamy(Virtual]
Al Memory [exclude histed PE)

PE Sounce: + Memory  Disk

EE

Image Base: |00400000 Fr< Virtual Offset ‘
Section Align; |00007000

Entry Point:  |00010E21 Get EIP as OEP |
Section

SelectN|| SelectBaseMDduIe| Select Private/All | SeleclP(ivatEa’Emecl

L] Lo

tamina_Packed / PE

Cancel

. |L||J_ nnoa

Search PE | ReScan Memomn |

Option
[V Prefer Original Characteristics [Meed Fescan)
v Fill Yirtusl Dffset Hole
[ Dizable Relocation
[ Auto Adust Image Base Addiess
[ Rebuid DataDirectory [Follow ImageBasze Change)

DeSelect All

PE 32 EXE lnaded, Basetddiess=00400000, DumpR ebuild

| Addrass| Size| Dwireer | Section | Type | Access | Vi[tualﬂllsetl VillueISize| Characteus-ﬁcs|
00401000 00012000 Vitamina_...  test Priv RwWE 00001000 D007 2000 BO000020
00413000 00001000 Vitamna_ .. rdata Priv RwWE 00013000  OO007 000 40000040
00414000 00005000 Vitamina_,.. .data Priv AWE 00014000  00OOS000 CO000040

Figure 20: Dumping suspended process to disk using OllyDBG’s OllyDumpEx plugin

Fix the Imports

Because we dumped this process from memory, the resolutions within the Import Address Table (IAT) are all
messed up. The final step that we need to take, in order to make this dumped file a fully functional unpacked
executable, is to fix the imports of this dumped file using Scylla Imports Reconstructor.

With the subprocess still running in a suspended state (Figure 21):



a8 Scylla x86 v0.9.2 =

File Imports Trace Misc Help

Atigeh o gn getive procecs

0x0A3C - Vitamina_Packed.exe - C:\Users\REM\Desktop\Witamina_Packed. exe v || Pide DLL

Imports I_®

KERMEL32.DLL (52) FThunk: 00018148
ole32.dll (&) FThunk: 0001321C
user32.dll (1) FThunk: 00018238
advapi32.dil {11) FThunk: 00018240
shell32.dll (1) FThunk: 00018270 - @
wininet.dll (2) FThunk: 00018278

shiwapi.dll (&) FThunk; 00018234
wsock32.dll {10) FThunk: 00013240
usereny.dll {2) FThunk: 000182CC

ARALALRRA S

Show Invalid Show Suspect Clear

@ I IAT Info :l Actions Dump

IOEP e I IAT Autosearch Autotrace Durmp PE Rebuild
VA 00413148
Get Imports | : |
Size | 0000D18C e '@ LLn
L
®
IAT Search Advanced: Possible IAT first 004158143 last 00418200 entry. s

IAT Search Advanced: IAT VA 00418148 RVA 00018148 Size 0x018C (396)

IAT Search Normal: TAT VA 00415004 RVA 00018004 Size 0x0200 (720)

IAT parsing finished, found 91 val
B =hild = : =

&

Imports: 91 ¥ |nvalid: 0 Imagebase: 00400000 Vitamina_Packed.exe

Figure 21: Fixing corrupt Import Address Table of dumped process using Scylla

1. Open Scylla and attach it to the suspended subprocess using the drop down menu at the top.

2. Enter the Entry Point address that we identified in the NtSetContextThread section (410621) into the “OEP”
field.

3. Click the “IAT Autosearch” button.

4. Click the “Get Imports” button.

5. This should populate the Imports section with a list of DLLs with green check marks. If you see a bunch of
red X’s, something is wrong and you’ll need to fix this issue before you can move on to the next step.

6. Click the “Fix Dump” button and choose the path and filename of the unpacked non-functional executable
that you dumped from OllyDBG.

7. This should produce a new executable named after the original dumped file but with “_SCY” appended to it.
In my instance, this was “Vitamina_Packed_dump_SCY.exe”.

This new SCY file should be your fully functional unpacked executable. You can now take this unpacked
executable and perform static/dynamic/code level analysis without any issues; assuming the sample wasn’t
packed multiple times.
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